
IN THE UNITED STATES DISTRICT COURT 
FOR THE NORTHERN DISTRICT OF GEORGIA 

ATLANTA DIVISION 

MICROSOFT CORPORATION, 

Plaintiff, 

v. Case No. l:25-CV-2695-MHC 

DOES 1-10, 

Defendants. 

PRELIMINARY INJUNCTION ORDER 

Before the Court is Plaintiff Microsoft Corporation's ("Microsoft") request 

for a preliminary injunction. The Court previously issued a Temporary Restraining 

Order ("TRO") and ordered Defendants to show cause why the TRO should not be 

converted into a preliminary injunction for the remainder of the case. Dkt 15. The 

TRO was extended to June 12, 2025. Dkt. 34. Defendants have not appeared in the 

case and have not otherwise responded to the order to show cause despite receiving 

notice of these proceedings. 

Accordingly, based on the record, including Microsoft's supplemental brief 

and the supplemental declaration of Derek Richardson filed June 11, 2025 and the 

hearing held on June 12, 2025, and for good cause shown, Microsoft's motion for a 

preliminary injunction is HEREBY GRANTED. The Court's TRO (Dkt 15) is 
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hereby converted to the instant Preliminary Injunction Order (the "Order") that shall 

remain in place pending final disposition of this matter. 

FINDINGS OF FACT AND CONCLUSIONS OF LAW 

Having reviewed the motions, declarations, exhibits, memorandum, and other 

papers filed in support of Microsoft's motion for a preliminary injunction and heard 

the arguments of counsel, the Court hereby makes the following findings of fact and 

conclusions of law: 

1. Thls Court has jurisdiction over the subject matter of this case and there 

is good cause to believe that it has jurisdiction over Defendants because they have 

purposefully availed themselves of the privilege of doing business in Georgia by 

infecting, controlling, communicating through, and stealing data from victims and 

victim computers located throughout the State. 

2. Microsoft owns the registered trademarks "Microsoft," "Windows," 

and "Edge" and uses these marks in connection with its services, software, and 

products. 

3. Microsoft also owns copyrights in the code, documentation, 

specifications, libraries, and other materials that comprise the Windows operating 

system, including the Declaring Code (the code at issue in this case encompasses a 

type of code called "declarations" within header files and within libraries contained 

in the software development kit ("SDK")). Microsoft owns the registered copyrights 
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in the Windows 8 SDK, Reg. No. TX-8-888-365 (Copyrighted Work). Microsoft's 

Copyrighted Work is an original, creative work and copyrightable subject matter 

under the laws of the United States. 

4. There is good cause to believe that Defendants have engaged in and are 

likely to engage in future acts or practices that violate the Computer Fraud and Abuse 

Act (18 U.S.C. § 1030); the Copyright Act (17 U.S.C. §§ 101 et seq.); the Lanham 

Act (15 U.S.C. §§ 11 14 et seq.); and the Racketeer Influenced and Corrupt 

Organizations Act (18 U.S.C. § 1962). 

5. There is good cause to believe that, unless Defendants are restrained 

and enjoined by Order of this Court, immediate and irreparable harm will result from 

Defendants' ongoing violations of law. This harm will be suffered by Microsoft, 

victims whose computers are infected with Lumma malware, financial institutions 

who are victimized by Defendants use of stolen credentials to commit financial 

crimes, and the public at large. 

6. There is good cause to believe that immediate and irreparable 

damage to this Court's ability to grant effective final relief will result from the sale, 

transfer, or other disposition or concealment by Defendants of the infrastructure used 

to distribute, control, and operate the Lumma malware and computers infected with 

Lumma malware. 
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7. There is good cause to believe that immediate and irreparable damage 

to this Court's ability to grant effective final relief will result from the sale, transfer, 

or other disposition or concealment by Defendants of infrastructure identified in 

Appendices and from the destruction or concealment of other discoverable evidence 

of Defendants' misconduct available at those locations if Defendants receive 

advance notice of this action. 

8. There is good cause to believe that to prevent the injury caused by 

Defendants, each of Defendants' current and prospective domains set forth in 

Appendix A should be transferred to, or should remain in the control of, Microsoft 

so that they can be secured and thus made inaccessible to Defendants. 

9. There is good cause to direct that third party Internet registries, 

registrars, data centers, and hosting providers with a presence in the United States to 

reasonably assist in the implementation of this Order and refrain from frustrating the 

implementation and purposes of this Order, pursuant to 28 U.S C § 1651 (a) (the All 

Writs Act). 

10. There is good cause to permit notice of this Order by alternative means, 

given the exigency of the circumstances and Defendants efforts to obfuscate their 

physical addresses. The following means of service are authorized by law, satisfy 

Due Process, satisfy Fed. R. Civ. Pro. 4(f)(3), and are reasonably calculated to notify 

Defendants of the instant order, the Preliminary Injunction hearing and of this action: 
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( 1) personal delivery upon Defendants who provided to the data centers and Internet 

hosting providers contact information in the U.S.; (2) personal delivery through the 

Hague Convention on Service Abroad or other treaties upon Defendants who 

provided contact information outside the United States; (3) transmission by e-mail, 

electronic messaging addresses, facsimile, and mail to the known email and 

messaging addresses of Defendants and to their contact information provided by 

Defendants to the domain registrars, registries, data centers, Internet hosting 

providers, and website providers who host the software code or infrastructure 

associated with the domains identified in Appendix A or through which domains are 

registered; or ( 4) publishing notice to the Defendants on a publicly available Internet 

website. 

11. There is good cause to believe that the harm to Microsoft of denying 

the relief requested outweighs any harm to any legitimate interests of Defendants 

and that there is no undue burden to any third party. 

PRELIMINARY INJUNCTION 

NOW THERFORE, IT IS HEREBY ORDERED that Defendants, their 

representatives and persons who are in active concert or participation with them, are 

preliminarily enjoined under Rule 65 from: 

1. Reproducing, distributing, creating derivative works of, or using 

unauthorized versions of Microsoft's software; 
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2. Using without authorization the "Microsoft," "Windows," and "Edge" 

trademarks; 

3. Deploying, installing, executing, or copying malware, computer 

contaminants, malicious code, or unauthorized software on third party computers; 

4. Using infected victims' computers to send commands and instructions 

to the infected computing device to control it surreptitiously and deliver malware 

that enables Defendants to take control of the victim's computer or to use such 

computers to receive, transmit, or send commands from Lumma malware and 

associated infrastructure and services; 

5. Distributing, operating, or using Lumma Malware for purposes of 

obtaining third party data without authorization 

IT IS FURTHER ORDERED, pursuant to the All Writs Act, with respect to 

any of the infrastructure set forth in Appendix A to this Order, the owners and/or 

operator of such infrastructure with a presence in the United States shall take 

reasonable best efforts to implement the following actions: 

6. Take reasonable steps to identify incoming and/or outgoing Internet 

traffic on their respective networks associated with Defendants that originates and/or 

is being sent from and/or to the domains identified in Appendix A; 

7. Take reasonable steps to block incoming and/or outgoing Internet 

traffic on their respective networks associated with Defendants that originate and/or 
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are being sent from and/or to the domains identified in Appendix A, by Defendants 

or Defendants' representatives or resellers, except as explicitly provided for in this 

Order; 

8. Completely disable the computers, servers, electronic data storage 

devices, software, data or media assigned to or otherwise associated with 

Defendants' use of the domains set forth in Appendix A and make them inaccessible 

from any other computer on the Internet, any internal network, or in any other 

manner, to Defendants, Defendants' representatives and all other persons, except as 

otherwise ordered herein; 

9. Completely, and until further order of this Court, suspend all services 

to Defendants or Defendants' representatives or resellers associated with the 

domains set forth in Appendix A; 

10. Isolate and disable any content and software associated with the 

Defendants hosted at the IP Addresses listed in Appendix A in a manner that does 

not impact any content or software not associated with Defendants hosted at the IP 

Addresses listed in Appendix A. 

11. Not enable, and shall take all reasonable steps to prevent, any 

circumvention of this Order by Defendants or Defendants' representatives 

associated with the domains including without limited to enabling, facilitating, 
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and/or allowing Defendants or Defendants' representatives or resellers to rent, lease, 

purchase, or otherwise obtain domains associated with implicated services; 

12. Preserve, retain and produce to Microsoft all documents and 

information sufficient to identify and contact Defendants and Defendants' 

representatives operating or controlling the domains set forth in Appendix A, 

including any and all individual or entity names, mailing addresses, e-mail 

addresses, facsimile numbers and telephone numbers or similar contact information, 

including but not limited to such contact information reflected in billing, usage, 

access and contact records and all records, documents and logs associated with 

Defendants' or Defendants' Representatives' use of or access to the IP Addresses; 

13. Provide reasonable assistance in implementing the terms of this Order 

and take no action to frustrate the implementation of this Order; and 

14. Completely preserve any computers, servers, electronic data storage 

devices, software, data or media assigned to or otherwise associated with the 

domains set forth in Appendix A, and preserve all evidence of any kind related to 

the content, data, software or accounts associated with such domains and such 

computer hardware, such that such evidence of Defendants' unlawful activities is 

preserved. 
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15. In determining the method and mechanism to disable content and 

software associated with the Defendants, the relevant data centers and/or hosting 

providers shall reasonably confer with Microsoft's counsel of record in this action. 

IT IS FURTHER ORDERED that, pursuant to the All Writs Act, with 

respect to any currently registered Internet domain set forth in Appendix A, the 

domain registries or with a presence in the United States shall take or cause to be 

taken the following actions: 

16. Within three (3) business days of receipt of this Order, or as soon as 

practicable, shall unlock and change the registrar of record for the domain to 

MarkMonitor or such other registrar specified by Microsoft. To the extent the 

registrar of record does not assist in changing the registrar of record for the domain 

under its control, the domain registry for the domain, or its administrators, including 

backend registry operators or administrators, within five ( 5) business days of receipt 

of this Order, or as soon as reasonably practicable, shall change, or assist in 

changing, the registrar of record for the domain to MarkMonitor or such other 

registrar specified by Microsoft. The purpose of this paragraph is to ensure that 

Microsoft has control over the hosting and administration of the domain in its 

registrar account at MarkMonitor or such other registrar specified by Microsoft. 

Microsoft shall provide to the domain registry or registrar of record any requested 

registrar information or account details necessary to effectuate the foregoing. 
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17. The domains shall be made active and shall resolve in the manner set 

forth in this order, or as otherwise specified by Microsoft, upon taking control of the 

domains; 

18. The domain registries shall take reasonable steps to work with 

Microsoft to ensure the transfer of the domains and to ensure that Defendants cannot 

use it to make unauthorized access to computers, infect computers, compromise 

computers and computer networks, monitor the owners and users of computers and 

computer networks, steal information from them or engage in any other activities 

prohibited by this Order; 

19. The WHOIS registrant, administrative, billing and technical contact 

and identifying information should provide such information as may be specified by 

Microsoft: 

20. Prevent transfer, modification or deletion of the domains by Defendants 

and prevent transfer or control of the domain to the account of any party other than 

Microsoft; 

21. Take all steps required to propagate to the foregoing changes through 

the Domain Name System ("DNS"), including domain registrars. 

IT IS FURTHER ORDERED that copies of this Order, notice of the 

Preliminary Injunction hearing and service of the Complaint may be served by any 

means authorized by law, including any one or combination of(l) personal delivery 
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upon Defendants who provided accurate contact information in the U.S., if any; (2) 

personal delivery through the Hague Convention on Service Abroad or similar 

treaties upon defendants who provided accurate contact information in foreign 

countries that are signatory to such treaties, if any, (3) transmission by email, 

facsimile, mail and/or personal delivery to the contact information provided by 

Defendants to their ISPs and as agreed to by Defendants in their agreements with 

ISPs, ( 4) publishing notice on a publicly available Internet website and/or in 

newspapers in the communities. 

IT IS FURTHER ORDERED that, with respect to any registrars, registries, 

or infrastructure providers associated with the domains listed in Appendix A that do 

not have a presence in the U.S. or are not otherwise subject to the Court' jurisdiction, 

receipt of this Order shall constitute notice that their infrastructure and/or services 

are being used by Defendants, and voluntary compliance with the provisions of this 

Order is requested. 

IT IS SO ORDERED this 12th day of June, 2025. 

Hon. Mark H. Cohen 
U.S. District Court Judge 
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acceptconvectiiw.shop 
achoerurdv .digital 
adaptwrx.digital 
agrifyn.digital 
albizzcdlv.digital 
apronsxrum.digital 
arrestefindez.digital 
betteray.digital 
biosphxere.digital 
blissfulspillow.digital 
brightplf.digital 
bxattlepath.digital 
circumii.digital 
coderspartk.digital 
comexisj .digital 
courtjew.digital 
crabw.digital 
datacubei.digital 
datawavej .digital 
digilayerx.digital 
eaglekl.digital 
econbele.digital 
econczecyh.digital 
econnit.digital 
econusi.digital 
edumakerb.digital 
elvemwood.digital 
emergoe.digital 
enchanyo.digital 
exaltiazx.digital 
exitiumt.digital 
extender.digital 
falcondfy.digital 
fastfwdo .digital 
fishgh.digital 
flushelett.digital 
freshenqew.digital 
geckoz.digital 

APPENDIXA 

getupmodx.digital 
gorillao.digital 
gunlimit.digital 
hackergala.digital 
heatmodd.digital 
herosdecos.digital 
homelecyfi.digital 
hyperforge.digital 
innovtechg.digital 
italecony .digital 
joinqw.digital 
kazrequesot.digital 
longitudde .digital 
lsunarlandsc.digital 
machinehiub.digital 
meerkaty.digital 
melteryb.digital 
metalfyz.digital 
metalsyo.digital 
metalupy.digital 
mexratet.digital 
modmovel.digital 
modnextq.digital 
moduplifct.digital 
modupx.digital 
moldifye.digital 
moldprow.digital 
moonscik.digital 
mustelxfzf.digital 
netscoute.digital 
newpillr.digital 
newzeconi.digital 
novapherex.digital 
obeliske.digital 
openwq .digital 
oreforrnr.digital 
oreplusm.digital 
overlapseq.digital 
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owlflright.digital 
paincopp.digital 
paxthfinder .digital 
pitchbcmst.digital 
pixelcodey.digital 
plug both.digital 
porcupineq.digital 
proenhann.digital 
quityt.digital 
relaxingxpillow.digital 
releasegjh.digital 
risevc.digital 
romulusy.digital 
rushmn.digital 
sacredtaxle.digital 
scalemodm.digital 
sceeptersong.digital 
scriptao.digital 
shiftvc.digital 
sidebyafzy.digital 
skywavej .digital 
slothwe.digital 
smartbitsx.digital 
soliduso.digital 
solsoftt.digital 
sorcery .digital 
southratee.digital 
sparkiob.digital 
stylefnez.digital 
swordandsr.digital 
techguidet.digital 
thnnkzt.digital 
tiltvc.digital 
travelio.digital 
triggerte.digital 
triremeo.digital 
trzipwise.digital 
unbinddas.digital 
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unicomu.digital brandihx.run improvxf.run 
warmoda.digital bravelyko .run insidegrah.run 
wawrdenshire.digital callinuxwf.run Japeconu.run 
weaponrywo.digital castmann.run jawdedmirror.run 
weavegfg.digital castmaxw .run joustingt.run 
weldmaxi.digital catterj ur .run Jumpxer.run 
weldorae.digital changenwg.run jungleamly .run 
wilrdadventur .digital chipkitk.run kirghiqldh.run 
wizardrry.digital chivalryr.run lancefighsg.run 
wwwsyju.digital civitasu.run ledtechl.run 
absoulpushx.life clearui.run legatusi.run 
axionexv .life coilylove.run liberatuie.run 
bulletiner.life cometusm.run lightenzxc.run 
cyberheive.life coyoteqw.run lucticiq.run 
flighthon.life daggerpewl.run maidenbfair.run 
lunafixg.life datalabo.run mediaflowq .run 
munitions.life datamanipy.run meltifyq.run 
naturefarmingideas.life defaulemot.run metaldoi.run 
nxaturepals.life difgitalnexus.run metalonc.run 
reliefintorud.life digitroopc.run miropilw.run 
rugbybrign.life dragoqnfly .run mo bitront.run 
satumoy.life drypingzyr .run modenoww.run 
serenecomhfort.life elegantlawwen.run modproz.run 
snugglcycloud.life equatorf.run modtimea.run 
taramigo.life exarthynature.run moleqew.run 
weaponwo.life fairytalesw.run moonskyo.run 
woodhlandsong.life ferrexz.run movemozd.run 
aboundag.run flamingof.run nodepathr.run 
abradeldbb.run foortyturhud.run nyalat.run 
advancemeq .run formydab.run okapigdf.run 
analgcslab.run franecont.run optiversavl.run 
anemonebv.run freshes lam.run owpenfield.run 
antelopej .run furthert.run parakehjet.run 
aquesolp.run gendatag.run patronar.run 
arsenal adv .run goholiday.run pearlgclutch.run 
aureliae.run greeconoimy.run personyqum.run 
bardcauft.run hallowewaplk.run porpoisecx.run 
baseurzv.run helplabp.run pqembridge.run 
biseagrre.run hopezx.run rabbitw.run 
blacksmithz.run hungreecoq.run raisezx.run 
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releaswrlf.run unihubd.run goldensounew.world 
resetnb.run unsounsucq.run happyjh. world 
retechlabp.run valortruade.run hazperjurke.world 
rhxhube.run valuesads.run orbitixg.world 
rlxspoty.run vanceteo.run pillowcxloud.world 
rodformi.run victoreqs.run scieseandbeyond.world 
rusconfi.run vqalkyrieong.run shootforyou.world 
rxoffersu.run weaponswh.run skylinejo.world 
sailxz.run webpointsl.run snipersecrets.world 
salveupp.run wolfestandt.run spacedbv. world 
scrapodn.run woodpeckersd.run statibesearch. world 
searchilyo.run woodrebough.run tripfflux.world 
shiftmodh.run xmedresp.run triphmind.world 
silvrercrown.run zestyasd.run trsipbeat.world 
singaprateq .run zootechq.run wildlnifeecho.world 
slowdornkaf.run bloomingzgardens.toda appliacnesot.buzz 
smartdatac.run y assignetmwj. buzz 
smeltingt.run chemistrycwomer.toda basizuw.buzz 
smeltioc.run y cashfuzysao.buzz 
soarxvc.run crowngofthesun.today faderdeservo.buzz 
solamatgure.run datadynnamics. today hummskitnj.buzz 
spainbizzr.run earthsymphzony. today inherineau.buzz 
spiderq.run fluffypxillow.today lemnnywu.buzz 
sqhadowguard.run fostinjec.today prisonyfork. buzz 
squider.run galxnetb.today proseceuwi.buzz 
starj etv .run localfarmerj .today rebuildeso.buzz 
steelgoy.run marksmanm.today scentniej. buzz 
sysmeshm.run naturesartgistry. today screwamusresz. buzz 
techstyleg.run oldjtale.today witterunito. buzz 
techsyncq.run roamers.today aardvarkw.live 
techwaveg.run scikevision.today aeneasq.live 
thawuy.run spacetimech. today aiupdatesd.live 
therefsphn.run spaxicox. today ammoanaly.live 
thiefbshadow .run tonedanswered.today animalantpics.live 
thinkellk.run agriwellness.world antikidi.live 
tomorrefig.run astrivee.world antilcvope.live 
tracefd.run begindecafer. world appgridn.live 
turtlery.run bhgyuncovered. world bardsyies.live 
udsysy.run ferrybarked.world battlewlds.live 
ukranege.run globetrotfe.world bearjk.live 
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bisonq.live indoeconw .live ridgeviemme.live 
b lockhubr .live innovdg.live risehighq.live 
boostmodw.live insulaey.live royalwuet.live 
breuhiag.live intelhube.live salmonqw .live 
btcgeared.live iqnterstellles.live samedicq.live 
buzzarddf.live irlecont.live scrapixo.live 
castifye.live ironloxp.live scrapixt.live 
castmanb.live issuehouf.live scriptorumh.live 
citydream.live j oyousczx.live sealyiu.live 
citywand.live jumpstarbt.live sectorecoo.live 
corgiw.live latitudert.live setfreecxz.live 
datacuet.live lemonwsljq.live shoresolfe.live 
deviatemow.live lemuruy.live silveyrmoon.live 
devloopt.live lonfgshadow .live simplifyq.live 
digimodt.live lunarayl.live skunkxd.live 
doorwanzeh.live magnetvxss.live slovenecow.live 
drbettere.live marksmaner .live smelterc.live 
dryeyewqpx.live maximusw.live starfiswh.live 
dynamiczl.live medievalarth.live steelixr .live 
ecoexpanpd.live modrisey.live stepupnwr.live 
ecomtechv.live modteamo.live stoatrt.live 
econbult.live moldwaye.live stratinfot.live 
econdeni.live mutedhofm.live striketr.live 
farmerpreneur .live mygadgety.live stxamavig.live 
fcushionpillow.live narwhaltr .live synmedsp.live 
firearmsfe.live netgizmow.live tacticaltalks.live 
flyxaway .live noblequestx.live techcastlev.live 
forgeitu.live optifyc.live techchaiun.live 
freedompoa.live orangemyther.live techmindj .live 
futuristx.live pevemtnchil.live techmindzs.live 
futurizez.live pixelupf.live thrumgh.live 
glarefamik.live precisionde.live thundercoall.live 
glowpop.live quaestort.live tidalqhbf.live 
grizzlqzuk.live quantdatai.live todaybyteh.live 
handgunhan.live quantuqearch.live tremelzxiy.live 
heraldmstaff.live quilltayle.live tripperxe.live 
hoparround.live quokkauy.live tropiscbs.live 
icureq.live quonecony .live turkeytzq .live 
ignites.live renewxc.live twilitghtarc.live 
improvsv.live resqueoppos.live unfolddh.live 
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unicoriun.live digitalnomadlifesty le. b rocketlump.com 
valiantdey.live IZ skirtgrippys.com 
viriatoe.live eaveladventures.biz tsoi-zhiv.com 
visionmp.live fraggielek.biz web-security3 .com 
voteytr.live globalcuisinerecipes.bi cabbagepattof.net 
wandelrgo.live z carrystuppeder.net 
wandervc.live grandiouseziu.biz classyhelped.net 
webnesti.live healthandwellnesshub. eczakozmetik.net 
weldecii.Jive biz medicalbitkisel.net 
wintrerfeast.live healthyrecipesonline. bi medikalbitkisel.net 
wishagy.live z orij inalecza.net 
wxayfarer.live littlenotii. biz orj inalecza.net 
xr:fxcaseq.live marketlumpe.biz shunstriderk.net 
zpawsandplay.live nuttyshopr. biz bxreezyretreat. boats 
concealedca.bet personalfinanceadvice. mysticmeladow. boats 
descenrugb.bet biz atranquilwildemess.hai 
dsimensio.bet punishzement. biz r 
earthycodlors.bet remindydivir.biz hiddenorcphard.hair 
novapixw.bet spellshagey.biz soulfujltraveler.hair 
octalfbsh.bet spookycappy. biz bashfulacid.lat 
orbitust.bet spottyalle.biz curverpluch.lat 
pilloswdelight.bet suiatcarew.biz manyrestro.lat 
pistolpra.bet tacitglibbr.biz observerfry.lat 
sejrenevalley. bet techreviewcentral. biz shapestickyr.lat 
soilhewocacy. bet truculengisau. biz slipperyloo.lat 
starcloc.bet wellnesscoaching.biz sweepyribs.lat 
tourjoty.bet whisperusz.biz talkynicer.lat 
bitteam.info xenoporren. biz tentabatte.lat 
hvsdkfjfuj-sd-1.pro eplinko.us wordyfindy .lat 
babberstalek.org badoowaideokel.com playbfulpicnic.pics 
boreholeconstruction.o believezioep.com aplointexhausdh.xyz 
rg clammypunero.com bannertastylbaoeow.xy 
dogalmedical.org climepunneddus.com z 
eczamedikal.org fanpuy.com benefictioraikiitso.xyz 
flockefaccek.org garderjjerop.com catedshamefiregifuse.x 
medicalbitkisel.org guardeduppe.com yz 
medikalbitkisel.org infuzoriatufelka.com charmingtranskw.xyz 
orijinalecza.org innerkomen.com clerkpolicemandwusi.x 
warlikedbeliev.org lipsdonny.com yz 
classifyagnru. biz lovesportstyle.com 
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compilecoppydkewsw. spitechallengddwlsv.xy furryfinkders.digital 
xyz z gladiisr.digital 
constructgeneratisa.xyz steppriflej .xyz grxeasyw.digital 
cooperatvassquaidmew surprisedscaledowp.xy healhgf.digital 
.xyz z himselcaked.digital 
crisisrottenyjs.xyz sweetcalcutangkdow.x ironwebi.digital 
deadtrainingactioniw.x yz krxspint.digital 
yz swellfrrgwwos.xyz kulihase.digital 
debonairnukk.xyz towerxxuytwi.xyz lemurz.digital 
depositybounceddwk.x varitycookypowerw.xy localadve.digital 
yz z matkldwide.digital 
diffuculttan.xyz voyagedprivillywk.xyz modtechp.digital 
effecterectz.xyz wordingnatturedowo.x opimendu.digital 
ellaboratepwsz.xyz yz oxceansounds.digital 
exertcreatedadnndjw.x a.techguidet.digital pepperiop.digital 
yz agroecologyguide.digit physicalsnowwer.digit 
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addictecathef.shop 
airventukre.shop 
amazingmassivei.shop 
appetitesallooonsj .shop 
apwporchestrator .shop 
ariosefqcu.shop 
arisechairedd.shop 
arrowxrayboldyeowps. 
shop 
assumedtribsosp.shop 

averageaattractiionsl.sh 
op 
backcreammykiel.shop 
bakedstusteeb.shop 
barebrilliancedkoso .sh 
op 
bargainnygroandjwk.sh 
op 
basedfinishedkewo .sho 
p 
bedroomgrassydwus.sh 
op 
bindstrawwypenumati 
ws.shop 
brighthome.shop 
budgetttysnzm.shop 
buttockdecarderwiso .s 
hop 
cagedwifedsozm.shop 
civilianurinedtsraov.sh 
op 
cometasr.shop 
composepayyersellew. 
shop 
computerexcudesp.sho 
p 
conceptionextortyosw. 
shop 
concemedmarkj .shop 
conceszustyb.shop 
conferencefreckewl.sh 
op 
consciousourwi.shop 
considerrycurrentyws.s 
hop 
cordygimeleosd.shop 
corruptioncrackywosp. 
shop 
cowzycomforts.shop 
culture-quest.shop 
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declinefomtyuekw .sho 
p 
deprivedrinkyfaiir.shop 
detailbaconroollyws.sh 
op 
digital-odyssey.shop 
disappointcredisotw .sh 
op 
distincttangyflippan.sh 
op 
distributopsuoprs.shop 
doughtdrillyksow.shop 
dryguitttaow.shop 
eggyosmdqnjo.shop 
employhabragaomlsp.s 
hop 
evoliutwoqm.shop 
facilitycoursedw.shop 
fairycity.shop 
falseaudiencekd.shop 
feighminoritsjda.shop 
femininiespywageg.sh 
op 
fevertalkkywkwm.shop 
firmmydivideow.shop 
flourhishdiscovrw.shop 
flyfrtee.shop 
folldyowmwqk.shop 
fomremywellmadderw. 
shop 
fragmentyperspowp.sh 
op 
furtiveplastickdjw.shop 
futipoy.shop 
galleryshortsxaxiwos.s 
hop 
geesecreat.shop 
geneticsockkdwlsaw.sh 
op 
giffrooypwm.shop 
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green-forest.shop 
greentastellesqwm.sho 
p 
handlequarte.shop 
harasssurvivalywk.sho 
p 
headraisepresidensu.sh 
op 
hittybanndwk.shop 
horsedwollfedrwos.sho 
p 
imperialmaru.shop 
inflameopooi.shop 
injurypiggyoewirog.sh 
op 
innerverdanytiresw.sho 
p 
inspecatlk.shop 
jaggedkearnedrainw.sh 
op 
jowyfulbloom.shop 
justifycanddidatewd.sh 
op 
keettlebreakko.shop 
kzteamprokla3 .shop 
lamentablegapingkwaq 
.shop 
landdumpycolorwskfw 
.shop 
leafcalfconflcitw.shop 
liabiliytshareodlkv.sho 
p 
lineagelasserytailsd.sh 
op 
lunaflyq.shop 
macabrecondfucews.sh 
op 
marathonbeedksow.sho 
p 

meltedpleasandtws.sho 
p 
mennyudosirso .shop 
messtimetabledkolvk.s 
hop 
minorittyeffeoos.shop 
monstrousdemeniw.sh 
op 
moutheventushz.shop 
muggylasergaijynwjk.s 
hop 
museumtespaceorsp.sh 
op 
mutterissuen.shop 
neburonz.shop 
nightybinybz.shop 
notoriousdcellkw.shop 
noxmadism.shop 
ocean-view.shop 
ohfantasyproclaiwlo.sh 
op 
ohhyhousedmxznw.sho 
p 
onemiltxny.shop 
orbitrxh.shop 
paininsrertymarshwke. 
shop 
pajamas-stoic­
failing.shop 
parachutedjzu.shop 
parallelmercywksoffw. 
shop 
pattemapplauderw.sho 
p 
peacefulmind.shop 
pepperdignitytaciw.sho 
p 
periodicroytewrsn.shop 
pillowconxnection.sho 
p 
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pillowtouzch.shop 
pleasurenarrowsdla.sho 
p 
p lgaiairzedinstallyw .sh 
op 
predatowpmn.shop 
prideconstituiiosjk.sho 
p 
privilegedkoq.shop 
publicitycharetew.shop 
pumpkindribblewo.sho 
p 
pumpkinnkdo.shop 
purefinishonerbrothsjk 
e.shop 
qpillowlove.shop 
qpuppypla.shop 
quitdigitalplatforwi.sho 
p 
rainbowdream.shop 
raiseboltskdlwpow.sho 
p 
reflecpolit.shop 
relaxtionflouwerwi.sho 
p 
remakesticti.shop 
resemblecriticidksk.sh 
op 
resingationnnsd.shop 
reslinsights.shop 
respectabosiz.shop 
richardflorespoew.shop 
ringotonnygow.shop 
roaddrermncomplai.sh 
op 
roleprofittypleasw.sho 
p 
roomabolishsnifftwk.s 
hop 
rxoamify.shop 
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salvatiiywo.shop 
samefuturistickoew.sh 
op 
scientificymalieffkywo 
.shop 
secretiveonnicuw.shop 
seedsxouts.shop 
seekwiggleuz.shop 
sewektrip.shop 
shelfedpriveowp.shop 
shootingge.shop 
smallelementyj dui.sho 
p 
smartasxlgorithm.shop 
snuggledgoeaot.shop 
sofaprivateawarderysj. 
shop 
softcallousdmykw.sho 
p 
spicywind.shop 
spludgemercydowwer 
w.shop 
stalfbaclcalorieeis.shop 
standartedby.shop 
standingcomperewhitw 
o.shop 
stardashn.shop 
stematockeoff.shop 
stickyyummyskiwffe.s 
hop 
stiffraspyofkwsl.shop 
stronggemateraislw.sh 
op 
strwawrunnygjwu.shop 
sturdyregularrmsnhw.s 
hop 
suitedaspecewoq .shop 
sunny-beach.shop 
suptplystati.shop 

sweetsquarediaslw.sho 
p 
tendencyportionjsuk.sh 
op 
traymachosu.shop 
tripfuote.shop 
tropicalironexpressiw.s 
hop 
tryekland.shop 
unawaredfostwp.shop 
understanndtytonyguw. 
shop 
uprootquincju.shop 
urbanwan.shop 
usseorganizedw.shop 
valuablestraigwhi.shop 
vastactionu.shop 
voyagjeup.shop 
voydagist.shop 
wandberup.shop 
whispedwoodmoodsksl 
.shop 
wifeplasterbakewis.sho 
p 
wisdom-echoes.shop 
worddosofrrn.shop 
worldresource.shop 
wusaryy5 .shop 
zincaa.shop 
zippyfinickysofwps.sh 
op 
abortinoiwiam.shop 
abruptyopsn.shop 
absentconvicsjawun.sh 
op 
abuselinenaidwjuew.sh 
op 
acceptabledcooeprs.sh 
op 
accessibledpzp.shop 
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accountasifkwosov .sho 
p 
achievenmtynwjq.shop 
actleavejr.shop 
admissionfaccen.shop 
affecthorsedpo .shop 
airwanhder.shop 
alcojoldwograpciw.sho 
p 
annthostiledm.shop 
answerrsdo.shop 
appendparttenw.shop 
appleboltelwk.shop 
appliedgrandyjuiw.sho 
p 
applyzxcksdia.shop 
apporholis.shop 
armoryarch.shop 
arriveoxpzxo.shop 
articultattkwm.shop 
associationokeo.shop 
assumptionflattyou.sho 
p 
axisdebtwoq .shop 
bannngwko.shop 
bannybottomskp.shop 
bargainnykwo.shop 
basedsymsotp.shop 
bassicnuadnwi.shop 
bassizcellskz.shop 
benchillppwo.shop 
bindceasdiwozx.shop 
birdpenallitysydw .shop 
bitchsafettyudjwu.shop 
bittercoldzzdwu.shop 
boarderryowk.shop 
boattyownerwrv .shop 
boillingyskop.shop 
bordersoarmanusjuw.s 
hop 
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boredimperissvieos.sho 
p 
bouncedgowp.shop 
bowelunitrydoorsko.sh 
op 
bravedreacisopm.shop 
broccoltisop.shop 
cabbagebettys.shop 
caffegclasiqwp.shop 
calcuatllitwop.shop 
callosallsaospz.shop 
cancedhoeysopzv .shop 
candidaiteopwm.shop 
captainynfanw .shop 
carrtychaintnyw.shop 
cassetteprodueiwo.sho 
p 
catchddk:xozvp.shop 
celebratioopz.shop 
celosiapatroen.shop 
charecteristicdxp.shop 
charistmatwio.shop 
chickerkuso.shop 
chipdonkeruz.shop 
chippyfroggsyhz.shop 
chunkylopsidedwos.sh 
op 
cinemaclinicttanwk.sh 
op 
circullateiosn.shop 
civilizzzationo.shop 
claimconcessionrebe.s 
hop 
clouddycuiomsnz.shop 
cloudewahsj .shop 
colleaguedopzm.shop 
collonymtqn.shop 
colorprioritytubbew.sh 
op 
commisionipwn.shop 

complainnykso.shop 
complaintsipzzx.shop 
condedqpwqm.shop 
conformfucdioz.shop 
contemplateodszsv.sho 
p 
contintnetksows.shop 
cosmic-canvas.shop 
coursedonnyre.shop 
covvercilverow.shop 
creeeamynsaudi.shop 
creepydxzoxmj .shop 
crowdwarek.shop 
culturesketchfinanciall. 
shop 
deadpannsjzvn.shop 
deallerospfosu.shop 
deallyharvenw .shop 
declaredczxi.shop 
decorousnumerousieo.s 
hop 
defenddsouneuw.shop 
definitioncupportti.sho 
p 
definitonizmnx.shop 
deicedosmzj .shop 
demandlinzei.shop 
demonstationfukewko. 
shop 
dependancedkzxkj .sho 
p 
deprescatve.shop 
despairphtsograpgp.sh 
op 
detectordiscusser.shop 
disagreemenywyws.sh 
op 
disappointypsm.shop 
discoveriwm.shop 
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divorceofficerrybride.s 
hop 
dosedcastrerwns.shop 
drawzhotdog.shop 
dumpliportiwo.shop 
economicscreateojsu.s 
hop 
ectordiscusser.shop 
edcatiofireeu.shop 
edificedcampslzi.shop 
eemmbryequo.shop 
effectivedoxzj .shop 
elephanntys.shop 
empiredrnnuowq .shop 
empiredzmwnx.shop 
entitlementappwo.shop 
envirbntalstudies.shop 
erdefendkzov .shop 
escapoly.shop 
exceptionwillapews.sh 
op 
explocommisiowsa.sho 
p 
explodesaildecksatt.sh 
op 
exploreth.shop 
fancywaxxers.shop 
fastbenerfa.shop 
featureccus.shop 
feecruthsdusodq .shop 
femalsabler.shop 
firepowerf.shop 
fisstyconsumerosp.sho 
p 
fixturewordbakewos.sh 
op 
flyyedreplacodp.shop 
foodsktyproject.shop 
foodypannyjsud.shop 

Case 1:25-cv-02695-MHC     Document 37     Filed 06/12/25     Page 29 of 34



formulasunhfudsw.sho 
p 
forymsweeelsm.shop 
fossillargeiw.shop 
fragnantbui.shop 
framekgirus.shop 
freezetdopzx.shop 
froytnewqowv.shop 
furxnishpla.shop 
gemcreedarticulateod.s 
hop 
ghostreedmnu.shop 
glisteniingwiw .shop 
graduatteusez.shop 
grannsfulyls.shop 
grassemenwji.shop 
grassytaisol.shop 
greetycruthsuo .shop 
guncontrold.shop 
gutterydhowi.shop 
handscreamny.shop 
harassretunrstiwo.shop 
hingehjan.shop 
holicisticscrarws.shop 
horizonvxjis.shop 
ignoracndwko.shop 
ikelyofw.shop 
incredibleextedwj .shop 
indexterityszcoxp.shop 
instdallinter.shop 
interactiedovspm.shop 
joblkessprosgeow.shop 
j oinresperct.shop 
kaminiasbbefow.shop 
kbracketba.shop 
keennylrwmqlw.shop 
languagedscie.shop 
lariatedzugspd.shop 
latchclan.shop 
letterdrive.shop 

liabilityarrangemenyit. 
shop 
liabilitynighstjsko.shop 
libarraryspzm.shop 
licenseodqwmqn.shop 
liedshorqwi.shop 
liernessfornicsa.shop 
literacyhangwk.shop 
liversymbwqp.shop 
livlivprolivasdvaa.shop 
locatedblsoqp.shop 
mathinsighjts.shop 
mealplayerpreceodsju.s 
hop 
menuedgarli.shop 
metallygaricwo.shop 
methodgreenglassdatw. 
shop 
milldymarskwom.shop 
millyscroqwp.shop 
miniaturefinerninewjs. 
shop 
missalcylinderhostw.sh 
op 
modernizepledgeoi.sho 
p 
modernmhake.shop 
modestessayevenmilw 
ek.shop 
nationattwllwqm.shop 
navstarx.shop 
nearycrepso.shop 
nobledpcowep.shop 
noisycuttej .shop 
o bsceneclassyjuwks.sh 
op 
occurrmensipz.shop 
offensivedzvju.shop 
officiallongberyw.shop 
opponnentduei.shop 
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outofthisw.shop 
outpointsozp.shop 
palacecirwoos.shop 
palmeventeryjusk.shop 
parntorpkxzlp.shop 
partparcadi.shop 
partyyeisdo.shop 
peasanthovecapspll.sho 
p 
pieddfreedinsu.shop 
piedsiggnycliquieaw.sh 
op 
pilotyiess.shop 
plaintediousidowsko.sh 
op 
plasterdaughejsijuk.sho 
p 
pollutiofactwoijk.shop 
potcryscanj.shop 
potentioallykeos.shop 
potterryisiw.shop 
powderquattterwso.sho 
p 
preachbusstyoiwo.shop 
preachstrwnwjw.shop 
priooozekw .shop 
productivelookewr.sho 
p 
protectaze.shop 
publicitttyps.shop 
pumpkinkwquo.shop 
puredoffustow.shop 
pushjellysingeywus.sh 
op 
quialitsuzoxm.shop 
quotarnkdsdqo.shop 
rabidcowse.shop 
racedsuitreow.shop 
radiationnopp.shop 
rainbowmynsjn.shop 
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reggwardssdqw.shop 
reinforcenh.shop 
relaxatinownio.shop 
replacedoxcjzp.shop 
reporrtisizo.shop 
riderratttinow.shop 
rightruesx.shop 
roamtgrip.shop 
ro binsharez.shop 
routinecontoradwjsk.sh 
op 
salvaitoynwo.shop 
scrapedirtyieoqk.shop 
secretionsuitcasenioise. 
shop 
shadowqsnqop.shop 
shatterbreathepsw.shop 
shellfyyousdjz.shop 
shepherdlyopzc.shop 
shortsvelventysj o .shop 
sighbtseeing.shop 
soundtappysk.shop 
southedhiscuso.shop 
speedparticipatewo.sho 
p 
spoortsiso.shop 
stagedchheiqwo.shop 
stamppreewntnq.shop 
stationacutwo.shop 
stckeringdkzpx.shop 
stimultaionsppzv.shop 
stitchmiscpaew .shop 
stogeneratmns.shop 
strappystyio .shop 
strollheavengwu.shop 
suitcaseacanehalk.shop 
sulphurhsum.shop 
superrcolellwe.shop 
surroundeocw.shop 
surveriysiop.shop 

tacticalte.shop 
tacticaltr.shop 
targetsand.shop 
tearrybyiwo.shop 
technologyenterdo.sho 
p 
tendencctywop.shop 
tendencerangej.shop 
tenseddrywsqio.shop 
tesecuuweqo.shop 
thanngkwwqlm.shop 
theorxhysics.shop 
tirepublicerj .shop 
tolerateilusidjukl.shop 
torubleeodsmzo.shop 
traineiwnqo.shop 
travewlio.shop 
triangleseasonbenchwj. 
shop 
trolleyrreiwn.shop 
tryyudj asudqo .shop 
univerxes.shop 
unseaffarignsk.shop 
unwielldyzpwo.shop 
upgradezunio.shop 
upknittsoappz.shop 
uqtilityutop.shop 
versersleep.shop 
videobenefdii.shop 
votteryloeq.shop 
vozmeatillu.shop 
wallkedsleeoi.shop 
warmstrawcounwyhj.s 
hop 
warrantelespsz.shop 
weiggheticulop.shop 
whitebeauti.shop 
wholersorie.shop 
wollfsoaisvz.shop 
writerospzm.shop 
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affordcharrncropwo.sh 
op 
brickbrothjorkyooe.sho 
p 
bumfamesoilratewo.sh 
op 
cleartotalfisherwo.shop 
colorfulequalugliess.sh 
op 
communicationgenerw 
o.shop 
competitionpooleow.sh 
op 
deadpanstupiddyjjuwk. 
shop 
directorryversionyju.sh 
op 
diskretainvigorousiw .s 
hop 
dismissalcy linderhostw 
.shop 
enthusiasimtitleow.sho 
p 
lightsecretatylattew.sh 
op 
newspaperpotatoju.sho 
p 
pillowbrocccolipe.shop 
polishswimgownsayjw 
ui.shop 
preciousenviouskakei.s 
hop 
relevantvoicelesskw.sh 
op 
sailsystemeyeusjw.sho 
p . . 
sess1onannoucemenwJ. 
shop 
sofahuntingslidedine.s 
hop 
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televisionstudiowmmj. penetratebatt.pw advennture.top 
shop pinkipinevazzey. pw bugildbett. top 
turkeyunlikelyofw.sho blastechohackopeower. clarmodq.top 
p pw climatologfy.top 
wagonglidemonkywo.s cakecoldsplurgrewe.p f.hemispherexz.top 
hop w farmingtzricks.top 
wisemassiveharmoniou carstirgapcheatdeposwt ferilwk230 I .top 
s.shop e.pw foresctwhispers. top 
worryfillvolcawoi.shop chincenterblandwka.p jrxsafer.top 
boldadventure.shop w legenassedk.top 
booklounge- dayzilons.pw mrodularmall. top 
autofanshttps.shop falsifydisappearsoaeka. nighetwhisper.top 
fitnessworld- pw quavabvc.top 
cinemalovers.shop freckletropsao. pw scenarisacri.top 
lifestyleclinic- keewoolas.pw targett. top 
fashionista.shop killredls.pw travelilx. top 
localwanderer.shop medicinebuckerrysa.p ywmedici.top 
lumcitikai.shop w accefsorysp.top 
lumdreamyskies.shop musclefarelongea.pw apparatusblez.top 
lumlasolyo.shop ownerbuffersuperw.pw artisticexprgessions.top 
lumqalij .shop playerweighmailydaile astralforging. top 
lumsawedua.shop w.pw astroset.top 
lumzulyj .shop politefrightenpowoa.p athleisurestylestop.top 
oceanpebble.shop w athleisurestyletop.top 
sciencediscovery- pooreveningfuseor.pw beachvibestop.top 
gardenhobby.shop recessionconceptjetwe. beachviopeo.top 
styleclinic- pw beautysecretop. top 
beautyicon.shop sideindexfo llowragelre blootmspace.top 
traveljoumal- w.pw bookwormstop.top 
techinsights.shop swarmseasonbuckoo.p bordflattuo.top 
cycasisicio.shop w brhightfusion.top 
muuudsaowis.shop tirechinecarpett.pw cartograhphy.top 
dreamerfruits.cloud zavalus.pw changeaie.top 
passionbplanet.cloud criticuscoke.pw cityesca.top 
wonderfulnjoys.cloud inserbande.pw codxefusion.top 
drunkeflavorz.pw moskhoods.pw combatchron.top 
fanlumpactiras.pw pricendstrugg.pw compgonentco.top 
govemoagoal.pw rateilamajor.pw confessnibmle. top 
hemispheredonkkl.pw reviveincapablewew.p conqstructcor.top 
opposesicknessopw.pw w corexlaib.top 
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cosmosyf.top 
cosmwvicfield.top 
creative-ideas.top 
creativehub99 .top 
creatiyvegroove.top 
crocodilefg.top 
decayburlek.top 
defensea.top 
design-inspiration7 .top 
digital-world24.top 
digitaldreams IO I .top 
disciplipna.top 
dreamvacationtop. top 
eco-solutions360.top 
ecofriendl.top 
ecofriendlylsiving.top 
explorejz.top 
farfinable.top 
fitnessgurutop.top 
fixcturefacto. top 
flouriszhzozne.top 
foodieloverstop.top 
foodloverstop.top 
forgiveincoe.top 
fusrryfrenzy .top 
garagedrootz.top 
gleefuhlcloud. top 
globalvision360.top 
glowpathy.top 
goodstylestop.top 
gunlovers.top 
gunownersg.top 
hemispherexz.top 
hideousown. top 
homemakeoverstop.top 
homewappzb.top 
idioticgoodev.top 
inspitredpaths.top 
iqronrose.top 
joingeryjunc.top 

joyfuljoumeky.top 
kindredqspirits.top 
leavefleeffe.top 
liftally.top 
lunoxorn.top 
luxurylifest.top 
luxurylifestop.top 
mindfulmomentss.top 
mindfulnessjoumeysto 
p.top 
mindfulnesstop.top 
moderzysics.top 
naturelovetop.top 
nebuxisn.top 
nextgenideas2023. top 
notifyfrogger. top 
operateoxasi.top 
opusculy.top 
organiclifestyletop.top 
palehandycook.top 
peactefulpath.top 
persongaldevelopment. 
top 
pixelpottato.top 
planenailke.top 
plothelperfu.top 
politercuteop.top 
pomelohgj.top 
pwlayfulwhale.top 
quilterribe.top 
radiatntideas.top 
riqsingstaro.top 
ruffyfavour.top 
salaccgfa.top 
shadelivvek. top 
shortenskinne.top 
smart-living365.top 
smartsolutions24.top 
snakejh.top 
snuegglypillow.top 
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softwavxrereactor .top 
spitestrippe. top 
squezzepreca. top 
starlimtj oumey .top 
starofliught.top 
sterilizeflow.top 
stuff gull. top 
stunninglj andscapes.to 
p 
swammelohare.top 
swnugpillow.top 
tacticoo.top 
tampermonkeyO I .top 
tampermonkey03 .top 
tampermonkey04.top 
tampermonkey05 .top 
tampermonkey07 .top 
tampermonkey08.top 
tech-expert IOI .top 
techspherxe. top 
techworld2025. top 
theadventureclubstop.t 
op 
thefashionist.top 
thehealthylifesstop.top 
thingspouter.top 
thwrivenest.top 
topographky.top 
toptalentw.top 
tortoisgfe.top 
towerymodest. top 
tradecherryti.top 
traveladdicts.top 
travielup.top 
trekfgory.top 
trendsetterstop.top 
trsekzone.top 
truckefathu.top 
uniquetopstop.top 
urbanodys.top 
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vecturar.top 
vigorbridgoe.top 
viridisw.top 
wellnesstipstop.top 
wilddthings.top 
wolverineas.top 

zenfylare.top 
zenithcorde.top 
zentxropia.top 
zestmodp.top 
zfurrycomp.top 
blackswmxc.top 
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featurlyin.top 
noxajb.top 
overcovtcg.top 
posseswsnc.top 
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